United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark OfTice 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 . 

Alexandra, Virgima 22313-1450 

WWW.USptO.gov 



APPLICATION NO. 


FILING DATE 


RRST NAMED INVENTOR 


1 ATTORNEY DOCKET NO. | 


CONRRMATION NO. 


09/998,888 


10/30/2001 


Jeffrey D. Schwartz 


100I1004S-1 


7263 



7590 06/21/2005 

HEWLETT-PACKARD COMPANY 
Intellectual Property Administration 
P.O. Box 272400 
Fort Collins, CO 80527-2400 



EXAMINER 



PAN, JOSEPH T 



ART UNIT 



PAPER NUMBER 



2135 

DATE MAILED: 06/21/2005 



Please find below and/or attached an Office communication concerning this appHcation or proceeding. 



PTO-90C (Rev. 10/03) 



Office Action Summary 


Application No. 

09/998,888 


Applicants) 

SCHWARTZ ET AL. 


Examiner 

Joseph Pan 


Art Unit 

2135 





- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 
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Claim Rejections - 35 (JSC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 3, 7, 9, 15, 17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener et al. (U.S. Patent No. 6,470,454). 

Referring to claim 1 : 

Challener et al. teach: 

An appliance security method, the appliance is operable to be used by a 
user and serviced using a security mechanism, comprising: 

Associating an appliance with a unique identifier (see figure 4A, item 453; 
and column 3, lines 51-53 of Challner et al.); 

Associating the unique security mechanism with the unique identifier, the 
unique security mechanism required to service the appliance (see figure 4B, item 469; 
column 1 , lines 1 5-1 8, and column 3, lines 49-55 of Challener et al.). 
Referring to claim 3 : 

Challener et al. teach: 

The unique security mechanism comprises associating with the appliance 
a password (see column 3, lines 49-55 of Challener et al.). 
Referring to claims 7.15 : 

These claims have limitations which are similar to those of claim 1, thus 
they are rejected with the same rationale applied against claim 1 above. 
Referring to claim 9.17 : 
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These claims have limitations which are similar to those of claim 3, thus 
they are rejected with the same rationale applied against claim 3 above. 

3. Claims 2, 4, 8, 10, 16, 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener et al. (U.S. Patent No. 6,470,454), and further in view of 
Callam (U.S. Patent No. 6,735,698). 

Referring to claim 2 : 

i. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not explicitly 
mention security drive lock mechanism. 

ii. Callam discloses a security mechanism for hard drive lock via 
password (see column 1 , lines 24-28 of Callam). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Callam into the system of 
Challener et al. to ensure that booting of any non-authorized hard drive or CD won't be 
successful. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Callam into the system of Challener et al., as thefts of portable 
computers become more common and more costly, an assortment of devices and 
systems have been proposed for securing portable computers from theft. Solutions 
such as password protection on BIOS, hard drive and operating system have been 
implemented (see column 1, lines 4-28 of Callam). 

Referring to claim 4 : 

i. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not explicitly 
mention security mechanism for BIOS protection. 
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ii. Callam discloses a security mechanism for BIOS protection via 
password (see column 1 , lines 24-28 of Callam). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to apply the teaching of Callam into the system of 
Challener et al. to prevent the system from unauthorized access to the BIOS setup 
routines. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Callam into the system of Challener et al., as thefts of portable 
computers become more common and more costly, an assortment of devices and 
systems have been proposed for securing portable computers from theft. Solutions 
such as password protection on BIOS, hard drive and operating system have been 
implemented (see column 1, lines 4-28 of Callam). 

Referring to claim 8.16 : 

These claims have limitations which are similar to those of claim 2, thus 
they are rejected with the same rationale applied against claim 2 above. 
Referring to claim 10,18 : 

These claims have limitations which are similar to those of claim 4, thus 
they are rejected with the same rationale applied against claim 4 above. 

4. Claims 5, 6, 11, 12, 19, 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener et al. (U.S. Patent No. 6,470,454), and further in view of 
Mark (U.S. Patent No. 5,949,874). 

Referring to claim 6 : 

i. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not explicitly 
mention to rotate passwords. 
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ii. Mark discloses a system which utilizes the security mechanism of 
rotating passwords (see column 18, lines 24-28 of Mark). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to apply the teaching of Mark into the system of 
Challener et al. to prevent the occurrence of fraudulent transactions (see column 2, 
lines 18-19 of Mark). 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Mark into the system of Challener et al. to provide enhanced 
security to the system by rotating passwords. 

Referring to claim 5 : 

1. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not specifically 
mention to utilize a plurality of unique security mechanisms for an appliance with the 
unique identifier. 

ii. Mark discloses a system which utilizes the security mechanism of 
passwords (see column 7, lines 59-61) and the security mechanism of rotating 
passwords (see column 18, lines 24-28 of Mark). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to apply the teaching of Mark into the system of 
Challener et al. to prevent the occurrence of fraudulent transactions (see column 2, 
lines 18-19 of Mark). 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Mark into the system of Challener et al. to provide enhanced 
security to the system. 

Referring to claim 11,19 : 

These claims have limitations which are similar to those of claim 5, thus 
they are rejected with the same rationale applied against claim 5 above. 
Referring to claim 12. 20 : 
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These claims have limitations which are similar to those of claim 6, thus 
they are rejected with the same rationale applied against claim 6 above. 

5. Claims 13, 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Challener et al. (U.S. Patent No. 6,470,454), and further in view of Shindler et al. 
(U.S. Patent No. 6,359,636). 

Referring to claim 13 : 

i. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not specifically 
mention to use the security mechanism with an entertainment system. 

ii. Shindler discloses an entertainment system (see column 5, lines 
61-63 of Shindler etal.). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Shindler et al. into the 
system of Challener et al., to provide security mechanism in an entertainment system to 
ensure that only an authorized person can access the system configuration data. This is 
especially important for a network appliance, such as an entertainment system. 

iv. The ordinary skilled person would have been motivated to combine 
the teaching of Shindler et al. into the system of Challener et al. for securing the access 
to systems for establishing system settings or configurations (see column 1, lines 11-13 
of Challener etal.). 

Referring to claim 14 : 

i. Challener et al. teach the claimed subject matter: Challener et al. 
teach an appliance security method to associate the unique security mechanism with 
the unique identifier of the appliance. However, Challener et al. do not specifically 
mention a GUI (graphical user interface) interface. 
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ii. Shindler disclose GUI interface in an entertainment system (see 
column 5, lines 61-63 of Shindler et al.)- 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to apply the teaching of Shindler et al. into the system 
of Challener et al. 

iv. The ordinary skilled person would have been motivated to combine 
the teaching of Shindler et al. into the system of Challener et al. since GUI interface is 
well known in the art, and is popular. 



Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Joseph Pan whose telephone number is 571-272-5987. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone numbers for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 571-272- 
2100. 



Joseph Pan 
May 24, 2005 
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